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1 Whatis a secured environment
Communication between browser and web server can be secured using HTTPS.
Normally it is not necessary to secure the internal server communication (default port 9300).

In this example the server has the name “aq12” and the internal communication is using port 9300.
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2 Necessary steps
2.1  Installation of an SSL certificate for the web server
2.2 Changing the IBM Cognos Gateway
Eile Edit Yiew Actions Help
B LA LK |
Explorer
[ Local Canfiguration Name Value
EI{E Enviranment Deployment files location . Jdeployment
{0 Logging Data files location .. Jdata
i # Map files location ..fmaps
Temporary files location . Jremp
Encrypt kemporary files? False
' Source Control 3y || % Format specification File location .. Jconfigur ationfcogFarmat . xml
' Portal Services Sort buffer size in MG 4
' Authentication # Gateway LRI @ https:/}agq12;443/ cognoss cgi-binfcognos, cgi
Gateway namespace
Allow namespace override? False
# Dispatcher URIs for gateway @ http:ffaqlz:9300/pZpd/servlet/dispatch/ext
# Controller URI for gateway @ http:/fagl:80/cognoss/ contraller Server
Dispatcher Settings
# External dispatcher LRI @ http:ffaqlz:9300)p2pd/servletdispatch
# Internal dispatcher LRI @ http:ffaqlZ: 9300)p2pd/servlet dispatch
Dispatcher password ek ook koo

Other URI Settings
# Dispatcher URT For external applications @ http:ffaql2:9300)p2pd/servlet dispatch

# Content Manager URIs @ http:/laql2:9300/p2pd/serviet
Font Settings

# Physical fants locations @) . Jbinffonks;C:\WINDOWSIFONTS
Physical fanks map <click the edit butkon =
Fonts to embed (batch report sarvice) <click the edit butkon =
Fonts to embed (report service) <click. the edit button =

Defines a group of properties that specifies gateway information,

Use this group of propertias bo set the information associaked with the gateway.

D

|Checking if the Cognos & service is running. ..

The setting ,,Gateway URI“ must be changed for using ,https“ and default port 443.

All other URIs like dispatcher URIs remain unchanged.
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2.3 Changes in Apparo Configuration Manager

Apparn Fast Edit - Configuration Manager
File Windows Services Info

|=)] save | (2} Test Configuration | {3 Start Fast Edit | (1) Show Log

[ Configuration MHame Yalue

D Architecture Cognos version Cognos 8.3

D Application server | | Cognos home directary CAProgram Filesicognosics select
D Cognos search path lcontentifolder]i@name="F ast Edit]

D File systermn paths || Cognos gateway URL feognos8icgi-binfcognos.cgi

D Security Cognos internal dispatcher URL hitpeffag1 2:83000p 2pdizerdetrdispatech

D Fepasitory

D License key

Flease selectthe already installed Cognas wersion.

There are no changes in Apparo Configuration Manager necessary because in the setting
“Cognos gateway URL” there is no protocol defined. Therefore Apparo Fast Edit is using the same protocol
like IBM Cognos.

The “Cognos internal dispatcher URL” is using http because the communication between IBM Cognos and
Apparo Fast Edit is completely server side only — there is no unsecured network between both applications.
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2.4 Example URL

Example for calling the Apparo Designer (Cognos 8.0 — 8.3)

/cognos8/cgi-
bin/cognos.cgi?b_action=xts.run&m=portal/bridge.xts&c_env=/portal/env.xml&c_mod
e=post&c_cmd=/KFE/pages/businessCaselist.jsf&backLink=/content/folder[@name="'F
ast Edit']

Example for calling the Apparo Designer (starting with Cognos 8.4)

/cognos8/cgi-
bin/cognos.cgi?b_action=xts.run&m=portal/bridge.xts&c_env=/portal/FastEditDesigne
r.xml&c_mode=post&backLink=/content/folder[@name="'Fast Edit']
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3  Support

If you need support please write an email to:

support@apparo.info

You can open the Apparo support homepage with

http://support.apparo.info
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